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1. Introduction

In order to increase the security around CTSU applications, and to comply with applicable security
recommendations and federal mandates, CTSU will be making updates to CTSU application on the 17th
of December, 2016. This update will remove support for Transport Layer Security (TLS) v1.0 and limit
supported TLS versions to v1.1 & v1.2.

After this change, you should not notice any difference unless they are still running older operating
systems or web browsers. Recent versions of Firefox, Chrome, or Safari and recent versions of Internet
Explorer (IE) on Windows Vista, 7, or newer will be compatible. Some users will need configuration
changes to access CTSU applications successfully after the update. In some cases, you may need help
from your IT department to get these configuration changes done.

If you are using Internet Explorer to access CTSU, this guide can help you achieve compatibility with TLS
1.1 and TLS 1.2. CTSU recommends using Microsoft Internet Explorer 11 to achieve compatibility. If that
is not possible for your organization, or if both TLS 1.1 and TLS 1.2 are disabled in your configuration,
follow the instructions in this article to achieve compatibility. The latest versions of Google Chrome and
Mozilla Firefox are both fully compatible with the CTSU websites.

1.1 IE versions
This section shows you what need to do for each OS and browser configuration
e Windows 10
o Internet Explorer 11 — No changes required.
o Microsoft Edge — No changes required.
e Windows 8.1
o Internet Explorer 11 — No changes required.
e Windows 8.0
o Internet Explorer 11 — Enable Support for Internet Explorer 10.

e Windows 7.0

o Internet Explorer 11 — No changes required

o Internet Explorer 10 — Enable Support for Internet Explorer 10.

o Internet Explorer 9 — Enable Support for Internet Explorer 9.

o Internet Explorer 8 — Enable Support for Internet Explorer 8.

e Windows XP

o Users must use Mozilla Firefox to access CTSU Websites moving forward

Enabling TLS 1.1 and 1.2 on IE
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2. Enable Support for Internet Explorer 10

This version does not enable TLS 1.1 and TLS 1.2 by default. To achieve compatibility with TLS 1.1 and
TLS 1.2, proceed with one of the following options:

e Upgrade to Internet Explorer 11 (preferred).
e Enable TLS 1.1 and TLS 1.2 for Internet Explorer 10.

e Use the newest version of Google Chrome or Mozilla Firefox.

2.1 Enable TLS 1.1 and TLS 1.2 in the Internet Options of IE 10

In the Tools menu, which is displayed by clicking on the gear icon near the top-right corner of an
Internet Explorer 10 window, select the "Internet options" menu item, as depicted below:

D = || £ This page can't be displayed =

Braat

File

Zoom (100%)
Salety

. 1 . Add site to Hart Screen
This page can't be disp e
Mansge add-ons
F12 developer tooks
+ Make sure the web address hitps/ftlsTtest salesfiorge.com is correct Go to pinned e
* Look for the page with your search engine. Inbernet aptions
About Internet Explorer

+ Refresh the page in a few minutes,

* hake sure TLS and 350 protocols are enabled. Go to Tools » Internet Options > Advanced » Settings
» Seurity

| Fix connection probéems |

Figure 1: IE 10 Internet Options
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In the Internet Options window that appears,
o Click on the “Advanced” tab at the top of the window.

e Scroll down to the end of the list and click the square check boxes next to "Use TLS 1.1" and
"Use TLS 1.2" if they don't already have a check mark in them.

e For additional security, click the square check box next to "Use SSL 3.0" if it has a check mark in
it, to remove the check mark.

When complete, the screen should resemble the following, where "Use TLS 1.0", "Use TLS 1.1", and "Use
TLS 1.2" are all checked, while "Use SSL 2.0" and "Use SSL 3.0" are unchecked.

| General | Security I Privacy I Content | Connections | Programs Advanced l

Settings

Enable Integrated Windows Authentication™ ~
Enable memary protection to help mitigate online attacks™
Enable native XMLHTTF support

Enable SmartScreen Filter

[ ] Enable Strict P3P Validation™®

[ ] usessL 2.0

[ ] UsessL 3.0

Use TLS 1.0

Use TLS 1.1

Use TLS 1.2

Warn about certificate address mismatch™

[] warn if changing between secure and not secure mode

Warn if POST submittal is redirected to a zone that does n
W

£ >
*Takes effect after you restart your computer

Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reszet...
condition.

‘fou should only use this if your browser is in an unusable state.

oK || Cancel ||

Figure 2: IE 10 TLS Configuration

Press the OK button to save this change.
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3. Enable Support for Internet Explorer 9

This version does not enable TLS 1.1 and TLS 1.2 by default. To achieve compatibility with TLS 1.1 and
TLS 1.2, proceed with one of the following options.

e Upgrade to Internet Explorer 11 (preferred)
e Enable TLS 1.1 and TLS 1.2 for Internet Explorer 9

e Use the newest version of Google Chrome or Mozilla Firefox

3.1 Enable TLS 1.1 and TLS 1.2 in the Internet Options of IE 9

In the Tools menu, which is displayed by clicking on the gear icon near the top-right corner of an
Internet Explorer 9 window, select the "Internet options" menu item, as depicted below:

|9.@@‘

/ (& e I © - © X | @ intemet Explorer cannot dis... > AR
Print »
X " Fae »
Internet Explorer cannot display the webpage >
= Zoomn (100%) »
Safety 4
What you can try View downloads Ctrle)
Manage add-cns
| Diagnose Connection Problems |
F12 developer teoks
») More information Go to pinned sites
Intemet options
Thes problem can be causad by a vanety of issues, induding
J : About Internet Explocer

main Name S | ) 15 0 achable.

+ The Domain Name S t have 3 listing for the website's domaan.

= There might be 3

s, chek Internet Optons, dick Advanced, and check to be

are enabled under the secunty section
For offline users

You can still view subscnbed feeds and some recently viewed webpages

To wew subsenbed feeds

1. Chck the Favorntes button 5, click Feeds, and then dick the feed you want 1o view
To wew recently visited webpages (might not work on all pages)

1. Press Alt, ciick File, and then dick Work Offline.

2. Click the Favontes button 5Y, click History, and then ciick the page you want 10 view,

Figure 3: IE 9 Internet Options
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In the Internet Options window that appears,
o Click on the “Advanced” tab at the top of the window.

e Scroll down to the end of the list and click the square check boxes next to "Use TLS 1.1" and
"Use TLS 1.2" if they don't already have a check mark in them.

e For additional security, click the square check box next to "Use SSL 3.0" if it has a check mark in
it, to remove the check mark.

When complete, the screen should resemble the following, where "Use TLS 1.0", "Use TLS 1.1", and "Use
TLS 1.2" are all checked, while "Use SSL 2.0" and "Use SSL 3.0" are unchecked.

i

Internet Options

[ 2 |l

| General | Security I Privacy I Content | Connections | Programs | Advanced l

Settings

Enable DOM Storage

Enable Integrated Windows Authentication™®

Enable native XMLHTTF support

[] Enable SmartScreen Filter

[ usessL 2.0

[ use ssL 3.0

Use TLS 1.0

Use TLS 1.1

Warn about certificate address mismatch™

[T] warn if changing between secure and not secure mode

4| 1] [

[] Empty Temporary Internet Files folder when browser is e »

Warn if POST submittal is redirected to a zone that does n

[ |

F

*Takes effect after you restart Internet Explorer

Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition.

‘fou should only use this if your browser is in an unusable state.

Anpw]

[ 0K QJ[ Cancel H

-

Figure 4: IE 9 TLS Configuration

Press the OK button to save this change.
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4. Enable Support for Internet Explorer 8

This version does not enable TLS 1.1 and TLS 1.2 by default. To achieve compatibility with TLS 1.1 and
TLS 1.2, proceed with one of the following options.

4.1

Upgrade to Internet Explorer 11 (preferred)
Enable TLS 1.1 and TLS 1.2 for Internet Explorer 8

Use the newest version of Google Chrome or Mozilla Firefox to access CTSU websites

Enable TLS 1.1 and TLS 1.2 in the Internet Options of IE 8

In the Tools menu, which is displayed by clicking on the Tools button near the top-right corner of an
Internet Explorer 8 window, select the "Internet Options" menu item, as depicted below:

L e —

—

Toa

- *,‘X‘ Bl 5y

O«

W Favortes @ Internet Explorer cannot display the we... ’-} > v L (W) v Pagev Safetyv| Toolsv 0’
& Diagnose Connection Problems...
L f M R t Brownng Session
e Internet Explorer cannot display the webpage sopen L% e
Pop-up Blocker 4
<l Manage Add-ons
[,\ G Son Probh J R Work Offine
" \
@& More informa Compatibdy View Settings
This problem can be caused by a vanety of issues, including 74 Full Screen Fi1
Teolbars L
« Internet connectivity has been lost
= The website is tempaoranily unavailable Explorer Bars »
= The Doman Name Server (DNS) s not reachable
+ The Doman Name Server (DNS) does not have a ksting k Developer Tooks F12
= There might be a8 typing efro e address
« If this is an HTTPS (secure) address, chck Tools, click int Suggested Sites
sure the SSL and TLS protocols are enabled under the
>
For offtine users {27 Intemet Options N
L

You can stll view subscnbed feeds and some recently viewed webpages

To view subscnbed feeds
1. Click the Favorites Center button ¥, click Feeds, and then click the feed you want to view
To view recently visited webpages (might not work on all pages)

1. Click Tools %, and then dick Work Offfine

2. Click the Favorites Center button B, click Histary, and then ciick the page you want 10 view

@ Internet | Protected Mode: On fa v %1%

Figure 5: IE 8 Internet Options
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In the Internet Options window that appears,
o Click on the “Advanced” tab at the top of the window.

e Scroll down to the end of the list and click the square check boxes next to "Use TLS 1.1" and
"Use TLS 1.2" if they don't already have a check mark in them.

e For additional security, click the square check box next to "Use SSL 3.0" if it has a check mark in
it, to remove the check mark.

When complete, the screen should resemble the following, where "Use TLS 1.0", "Use TLS 1.1", and "Use
TLS 1.2" are all checked, while "Use SSL 2.0" and "Use SSL 3.0" are unchecked.

[ Internet Options @

| General | Security | Privacy | Content | Connections | Programs | Advanced [

-

Settings

[] Empty Temporary Internet Files folder when browser is de «
Enable DOM Storage

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable SmartScreen Filter

[] usessL 2.0

[[] usessL 3.0

IUse TLS 1.0

IUse TLS 1.1

Warn about certificate address mismatch™® s
[] warn if changing between secure and not secure mode = |
Warn if POST submittal is redirected to a zone that does nl—

-

i | 1] [ b

*Takes effect after you restart Internet Explarer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition,

¥ou should only use this if your browser is in an unusable state.

K [ﬂ[ Cancel H Apply ]

Figure 6: IE 8 TLS Configuration

Press the OK button to save this change.
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5. Conclusion

After enabling TLS 1.1 and TLS 1.2, accessing CTSU applications is expected to be successful with Internet
Explorer 10 on Windows 8 and Windows 7, Internet Explorer 9 on Windows 7 or Internet Explorer 8 on
Windows 7.
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